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1. Chairman’s	Statement

In May 2013 when the Public Accounts Committee published its report on the anti-
fraud governance framework in place in the States of Guernsey, it announced its
intention to undertake a review of the financial control environment within the newly
constituted Shared Transaction Service Centre (STSC).

This, the Committee’s covering report, and the Ernst & Young report published
alongside, is the culmination of that review.

The Committee is content with the overall findings and the response of the management
of the Hub in giving prompt attention to implementing solutions to the defective
controls that were highlighted during the Review.

However, the Committee has serious concerns that the States of Guernsey lacks a
current, documented, comprehensive set of universal financial rules and directives. In
the Committee’s opinion, this should be implemented in any organisation without
question, to assist in reducing the risk of fraud against it.

The Committee will be monitoring the situation to ensure that this is rectified with
some expediency.

Deputy Heidi Soulsby
Chairman, Public Accounts Committee
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2. Executive	Summary

2.1. In July 2012, the States of Guernsey were defrauded of £2.6 million. As a result of this
event, the Committee has undertaken a review programme intended to reduce the
probability that such an incident would be repeated. This report represents the second
stage of that review programme1.

2.2. Following Stage One of the review in May 2013, the Committee stated that at the time
of the occurrence of major fraud in July 2012, financial controls were weak and the
concept of risk management was poorly understood. It also noted that the incident of
fraud had been a catalyst for change and it was acknowledged that a significant amount
of work had been undertaken following the incident to implement improvements.
However, the Committee made it clear that momentum needed to be maintained.

2.3. The implementation of the SAP system and the creation of the Shared Transaction
Service Centre (STSC) formed part of the Financial Transformation Programme and
was designed to centralise and streamline the back office functions. The Committee
therefore felt that it was necessary to determine whether these changes resulted, not
only in financial control arrangements which were fit for purpose, but also whether
continuous improvement could be demonstrated.

2.4. Ernst & Young was engaged on behalf of the Committee, to undertake the review of
financial controls in place within this environment. The review was to look specifically
at the quality of the financial management control systems in place in relation to
reducing the risk of fraud.

2.5. In summary, the report provides a reasonable degree of assurance that a good standard
of financial control is now in place within the STSC and those processes have indeed
reduced the risk of fraud across the States.

2.6. However, it did highlight two matters of serious concern.

2.7. Firstly, the lack of a current, documented and comprehensive set of financial rules and
directives. This should have been in place customarily, but more importantly, should
have been a specific requirement prior to The Hub going live.

2.8. Secondly, it currently seems unclear who has overall responsibility for the financial
management activities undertaken within the STSC.

2.9. In the Committee’s opinion, the review also highlighted issues in terms of training
within States departments, which may have resulted in the full benefits of the system
not being realised at implementation. This should be considered as part of any future
review into the SAP/STSC implementation.

1 Public Accounts Committee Broad  Review Terms of Reference: http://www.gov.gg/CHttpHandler.ashx?id=77701&p=0
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3. Background

3.1. In September 2012, the Committee published its Terms of Reference2 for a broad
review of the effectiveness of financial controls in place across the States of Guernsey
to minimise the risk of fraud against the organisation and safeguard States' assets.

3.2. It was agreed that the review would take a staged approach and, in November 2012,
Ernst & Young was announced as the independent expert reviewer for the initial stage.
This was to focus on the appropriateness of the States of Guernsey's anti-fraud
governance framework before and after the specific incident of fraud committed against
the States, which had been reported in July 2012.

3.3. In May 2013, both Ernst & Young’s and the Committee’s covering reports for this
initial stage were released.

3.4. The Committee also announced at that time its intention that Stage Two of its ‘Review
of Financial Controls’ would focus on the controls in place following the establishment
of the STSC and the completed implementation of the new SAP system.

“As the implementation of both the STSC and SAP has had significant implications for
financial management in the States of Guernsey, the Committee intends to commence
Stage 2 of its Review of Financial Controls as soon as possible, focussing on the
financial controls which are now in place.”

3.5. The review was intended to evaluate the level of financial control being exercised
within the States of Guernsey, the quality of the financial management control systems
provided by the SAP system and the procedures undertaken by the STSC, in relation to
reducing the risk of fraud.

3.6. Ernst & Young was engaged in late 2013 to undertake the review on behalf of the
Committee.

2 Public Accounts Committee Broad Review Terms of Reference: http://www.gov.gg/CHttpHandler.ashx?id=77701&p=0
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4. The	Review

4.1. Due to work commitments of the relevant sections of the Treasury and Resources
Department throughout late 2013 and early 2014, Ernst & Young was unable to
commence its fieldwork until July 2014.

4.2. Following completion of this initial work and the follow up undertaken in late 2014,
Ernst & Young produced a draft report for consideration by the Committee. The Report
entitled “Assessment of the Impact of SAP Implementation on the States of Guernsey’s
Financial Controls” is attached as Appendix I to this report.

4.3. Ernst & Young’s review assessment was based on the current model of review3 of the
States’ Internal Audit Unit, which concluded that the key financial controls in the
accounts payable process of the States of Guernsey warranted a Moderate Assurance
rating.

4.4. This is defined as;

“The strengths in risk management and internal controls outweigh weaknesses.
Although there is a need for improvement in specific areas, the team, system, activity
and/or process generally operate effectively”.

4.5. The Review as scoped, was broken down into three sections:

a) the key financial controls within the accounts payable processes;
b) certain elements of the Financial Management Governance Framework as they

relate to the STSC and its role in mitigating fraud risk; and
c) the impact that the STSC has had on the financial control oversight provided by the

Treasury & Resources Department.

Accounts Payable Processes

4.6. The reviewer identified twenty four accounts payable processes that fell within the
scope of this particular review, within which one hundred and three controls were
currently in place.

4.7. Following the Committee’s direction, sixty four of those controls were chosen to be
tested. Subsequently, walk-throughs of all the processes were undertaken by Ernst &
Young to enable it to understand each process and to be able to identify any risks of
fraud.

4.8. In the course of the review, nine of the controls were deemed to be ineffective during
the initial testing phase prior to the end of September 2014. Following further
investigation and feedback to the STSC, the majority of these issues were resolved and
just three controls were still deemed to be ineffective during subsequent testing
undertaken in late 2014.

4.9. The Department should be commended in terms of how quickly the corrections were
made to the majority of the defective controls once identified, highlighting the
experience and capabilities of the staff within the STSC.

3 The States of Guernsey’s Internal Audit Model of Review can be found at Appendix 2
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4.10. However, Ernst & Young believes that without full support from the Departments
outside the STSC in following the overall procurement processes, the risk of fraud
across the States of Guernsey could increase.

4.11. At the time of the review, purchase order (PO) compliance measured as a percentage of
total number of purchases, was performing at or above the set target level.
Unfortunately, the average PO compliance measured as the percentage of total spend
derived from purchase orders, was performing below the set target level.

4.12. Ernst & Young concluded that an extensive programme of training had been carried out
prior and post the launch of the STSC. However, the underperformance in PO
compliance brings into question the effectiveness of the training roll out throughout the
States.

4.13. The level of training being provided should be considered as part of any future review
into the SAP/STSC implementation.

Elements of the Financial Management Governance Framework as they relate to the
STSC and its role in mitigating fraud risk

4.14. This section of the review took into consideration the current mandatory Financial
Rules and Directives as they relate to the STSC and their role in fraud risk reduction.

4.15. The work undertaken by Ernst & Young highlighted a matter of serious concern in that
the States of Guernsey does not have a documented, comprehensive set of Financial
Regulations. The latest Financial Rules and Directives were issued more than five years
ago.

4.16. The report also highlighted the lack of a comprehensive documented procedure
covering all aspects of the ‘procure-to-pay’ process, prior to the launch of the new
system in January 2013.

4.17. It is disappointing that neither of the above were deemed to be specific requirements
prior to the STSC going live, especially as the external auditors to the States have
previously highlighted this issue in their audit summary report.

The impact that the STSC has had on the financial control oversight provided by the
Treasury & Resources Department

4.18. The Committee understands that prior to the STSC going live, a re-structuring of senior
roles occurred within the Treasury and Resources Department. The position of States
Treasurer was re-introduced with the associated responsibility for all financial matters.
In addition a role of States Chief Corporate Resources Officer was created with
responsibilities, amongst many other things, for the performance of the STSC.

4.19. Ernst & Young have highlighted that, despite the States Treasurer having responsibility
for all financial matters, at the time of review she was not in receipt of the monthly Key
Performance Indicators (KPIs). However the States Chief Corporate Resources Officer
had received this information since the STSC’s go live date of January 2013.
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4.20. The review also found that some of the key KPIs that the STSC uses to monitor
compliance with procurement processes had plateaued, and in some cases had
deteriorated. In these circumstances this information should have been provided to the
States Treasurer.

4.21. Although the Committee understands that this issue was in the process of being
addressed at the culmination of the review, it highlights a potential lack of clarity in
overall responsibility for the financial management activities undertaken within the
STSC.

4.22. The Committee believes that the Treasury and Resources function would benefit from a
clear statement on the responsibilities allocated for financial matters within the STSC.
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5. Actions	Taken	Post	Review

5.1. Upon conclusion of the Review, the PAC provided Ernst & Young’s draft report to the
Treasury and Resources Department for comment and an update on the three
outstanding defective controls.

5.2. After review, the Treasury and Resources Department confirmed to the Committee that
two of the three Ernst & Young recommendations could not be technically
implemented as written. However, alternative methods of working had been
implemented which effectively delivered the recommendations. The third was in the
process of being addressed by the supplier.
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6. Recommendations

6.1. The States Treasurer should ensure that the Financial Rules and Directives of the States
of Guernsey are updated without delay and a comprehensive set of Financial
Regulations covering all relevant elements of managing the States’ financial affairs is
circulated forthwith.

6.2. The States Chief Corporate Resources Officer should continue to closely monitor
Purchase Order compliance to ensure that the organisation is performing at, or above,
the set target level.

6.3. The States Chief Corporate Resources Officer and States Treasurer must ensure that
relevant training is provided to all parts of government to ensure effective financial
control.

6.4. The Committee believes that the Treasury and Resources function would benefit from a
clear statement on the responsibilities allocated for overall financial management
within the STSC.
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